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Muc tieu

-

3 Giup hoc vién thiét l1ap Web service dé load web site
cho moi nguoi truy cap.

[ Chia sé tai nguyén dung chung cho moi nguoi str dung
web.

3 Cau hinh web service dé cung cap web site cho tirng
nguoi dung trong hé thong. =

[ Cap quyén truy cap tai nguyén cho ngu¢i dung qua
Web.

d Cap quyén truy xuat tai nguyén cho nguoi dung, st
dung phuwong thirc chirng thwe Digest dé bao mat. =

3 Cau hinh Web hosting dé cho thué Web site trén may
chu Web server.

d Cau hinh Forum trén hé diéu hanh Linux.
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NOI dung R}

Gioi thiéu giao thirc HTTP

Gioi thiéu Web Server

Web client

Web dong

Gioi thiéu Apache

M6t sob file ciia Apache

File httpd.conf

Kh&i dong va tam dirng Apache
Tuy chon cau hinh Apache co ban
10. Cau hinh chirng thuc

11. Cau hinh VirtualHost

i)
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Gi01 thieéu Web server

= Web server tra |01 nhirng yéu cau tr browser. NOI
dung c6 thé la web ddong hay web tinh

= C6 nhiéu phan mém web server trén linux:
apache, AOL server, Zope... nhwng apache duwoc
str dung rong rai nhat.

W




Web client

-

[
—

NN

= La chwong trinh duyét web & phia nguoi dung
nhu: Mozila, Netscape dé hién thi trang web cho
nguwoi dung.

= Web browser gri yéu cau dén web server. Web
server Xt ly, sau do tra két qua vé cho web client.
Web client sau khi nhan dwoc két qua sé hién thi
cho nguwoi dung.

—
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—
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Giol thiéu apache

[ -
—

W

= Apache la m6t phan mém cé nhiéu tinh nang
manh va linh hoat dung dé la web server
= HO trg day di nhitng giao thirc HTTP
= Cung cap source code day du vdi Liense khoéng gioi
han
= Chay trén nhiéu hé diéu hanh nhu: windows, Netware
5.X, OS/2, Linux/Unix.




Mot so file cau hinh cﬂaM}
= /etc/httpd/conf

= /var/www/htm|

= /var/www/html/manual

= /var/log/httpd
= /etc/httpd/conf/nttpd.conf

QU




File httpd.conf

= Tap tin gom 3 thanh phan chinh:
= Global environment: nhirng directive cho moi triwong
toan cuc
= Main server configuration: cau hinh chinh ctia may chu
= Virtual hosts
= Directive c0 dang:
= Directive option option ....

= <directory>
 Directive option option ....

A—
e
—_—
—_—
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File httpd.conf (tt)

.-
= Cac option thwdng dung cua Directive:
= All
= |Indexes
= FollowSymLinks
= ExecCGl —

= Directive allow va Deny duoc dung dé gi¢i han
truy cap cua ngudi dung.

e
——
—
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File httpd.conf (tt)

W

All: cho phép tat ca user
Host/domain name: cho phép nhirng host va domain chi

dinh

Network address: dia chi mang
Order deny, allow: thi hanh deny trwéc, sau dé moi allow
Order allow, deny: nguoc lai

Order mutual-failure
Vi du:

<directiory/server-status>

Order deny, allow
Deny from all
Allow from userdomain.com

</directory>

10




Kh&i dong va dirng Apacm}

-

= Dung lénh:
= [etc/init.d/httpd start/stop/restart
= Hoac
* #chkconfig httpd on =
 #service httpd start E
« #service httpd stop
« #service httpd restart

SN
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Tuy chon cau hinh Apachz’*J
_ -

.
—

= Mot s6 théng tin co ban
= Chi dinh tén may tinh cua server
e ServerName <hostname>
e Vi du: ServerName www.serverlinux.vn
= Pia chi Email cua nguwoi quan tri
e ServerAdmin <dia chi mail>
e Vi du: ServerAdmin root@I|hu.edu.vn
= Quy dinh cach nap chwong trinh
o ServerType <inetd/stanalone>
* Vi du: ServerType standalone

—
R —
—
—

LT
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www.serverlinux.vn
mailto:root@lhu.edu.vn

Tuy chon cau hinh Apachm
! -

= PDinh webRoot

= Chi dinh DocumentRoot
« DocumentRoot <dwdng dan thw muc>

= V] tri cai dat website

» ServerRoot <vit tri thw muc cai dat apache>
* Vidu: ServerRoot /usr/local/apache (trong linux la /etc/httpd)

= Tap tin dé Server ghi nhan cac |0i
* ErroeLog <uvi tritap tin Log>
e Vidu: ErrorLog /var/log/httpd/error_log
= Cac tap tin mac dinh khi truy cap trén website
» Directorylndex <danh sach cac tap tin>
* ViduL Directory index.html index.php index.htm

T
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Tuy chon cau hinh Apachez@l

= Cau hinh mang:
= S0 yéu cau toi da tir cac client c6 thé x&r ly dong thoi
« MaxClients <number>
= Quy dinh dia chi IP hodc cong ma Apache nhan két ndi tir
Client =
 Listen<port/IP>
= Quy dinh dia chi card mang dé chay Apache trén server
e bindAddress <IIP/*>
= Quy dinh thoi gian “sbng” cla mot két noi
e Timeout <time>

W
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Tuy chon cau hinh Apac:he;;:ml
—

= Cho phép hoac khdng cho phép Client gvri nhiéu yéu
cau dua trén mot két noi véi WebServer
= KegpAlive <On/Off>
= Quy dinh s6 Request tbi da trén mot két noi
= maxKeepAliveRequest  <sb Request>
= Quy dinh thoi gian dé cho mdt Request ké tiép tir cung
mot Client trén cung mot két ndi (tinh bang giay)
= KeegpAliveTimeout <time>

LTI
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Tuy chon cau hinh Apach%}

—
—

W

= Alias:

= Alias cho phép anh xa dwong dan cuc bo
(khdng nam trong DocumentRoot) thanh duwong
dan http

= Cu phap: Alias <path_http> <path_cuc bo>

= Vi du: Alias /doc/usr/share/doc

= Khi ngwoi dung truy cap =
http://www.serverlinux.vn sé quy vé thuw muc
chia sé usr/share/doc




Tuy chon cau hinh Apache" oar ;

= UserDir

= userDir cho phép céac user trong hé théng duoc
phép tao homepage ctia minh trén server

= Trong home directory cua user tao thuw muc
WWW

= POi nguoi s& hiru va nhém stra hiru sang cho
user

= Cap quyén cho thu muc /home/user

= Sau do cau hinh apache.

T

17




Tuy chon cau hinh ApacM}

= Vi du
UserDir WWW
<Directory /home/* /lwww>
Order deny, allow
Allow from all
</Directory>

QU
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Chirng thwc Basic AuthM}

= Buwdc 1: tao user va tap tin password
#htpasswd -c <password file> <username>

= Buwdce 2: cau hinh chirng thuc trén Apache

Vi du vé chirng thuec:

<Directory  /upload> B
AuthType Basic
AuthName public
AuthUserFile  /etc/httpd/conf/htpasswd
Require user hvl hv2

</Directory>

—
—

W

19




Chirng thuc Basic Authewl

= Buwdce 3: tao tap tin group (néu mudn chirng thuwce
cho nhom)

= Tao tap tin dinh nghta cac group
[etc/httpd/conf/groups co dinh dang nhu sau:
= <group_name> : <membets (spacebar)>

= Sau khi tao tap tin group cau hinh chirng thwc nhw sau:
<Directory /upload>
AuthType Basic
AuthName public
AuthUserFile /etc/httpd/conf/htpasswd
AuthGroupFile /etc/httpd/conf/groups
Require__group hocvien giaovien
</Directory> 20
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Chirng thuwc Digest AutheMJ
h -

= Buwéce 1: Tao file mat khau

e htdigest  -C <file_password> realm
<username>

= Budc 2: Cau hinh /etc/httpd/conf/httpd.conf
dé st dung file mat khau & buwéc 1

<Directory /upload>
AuthType Digest
AuthName “Private”
AuthDigestFile /usr/local/apache/passwd/digest

AuthDigestGroupFile
/usr/local/apache/passwd/digest.groups

Require group admins =
</Directory>

T




Chirng thuwc Digest Authent

= Buwdc 3: Tao tap tin nhdm (buwéc nay chi thuc
hién khi ta mudn chirng thwe cho nhém). Cau tric
cuia tap tin nhom ciing twong tw nhw tap tin nhém
clia Basic Authentication

W
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Gi01 thiéu VirtualHost

——

= La tinh nang ctuia Apache gilp ta duy tri nhiéu hon
MmOt webserver trén mot may tinh

= Virtual host co 2 dang:

= CO thé dwa trén dia chi IP, nghia la c6 mot dia chi IP
riéng biét cho mot web site. Nhw vay, mot may tinh phai
c6é nhiéu interface, hoac s&* dung co ché virtual
Interface.

= Hoac c6 thé duwa theo tén may, nghia la c6 nhiéu tén
trén mot dia chi. Chi can cau hinh DNS sao cho né
phan giai moi tén may ding véi dia chi IP va sau dé cau
hinh Apache dé t6 chirc web server cho nhi*rng mién
khac nhau.

LTI
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Cau hinh VirtualHost

-

= Cau hinh Virtual host dwa vao dia chi IP
= NameVirtualHost 172.16.29.150
= VirtualHost *>

</VirtualHost>
= <VirtualHost 172.16.29.151>

—
—
f—
p—
—

DocumentRoot /home/www/site2

</VirtualHost>
= <VirtualHost 172.16.29.152>

DocumentRoot /home/www/site3

SN

- </VirtualHost> 24
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SN

Cau hinh VirtualHost m

= Cau hinh VirtualHost dwa vao hostname
= NameVirtualHost 172.16.29.150
= <VirtualHost *>
DocumentRoot tmp
ServerName dummy-host.example.com
</VirtualHost>
= <VirtualHost 172.16.29.150>
DocumentRoot Ivar/www/html
ServerName www.lachong.vn
</VirtualHost>
= <VirtualHost 172.16.29.150>
DocumentRoot /webdata/data
-~ ServerName WWW.Servert
- </VirtualHost> 25
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www.lachong.vn
www.serverlinux.vn

BT1: Thiét lap website CM}

R
= Hay cau hinh web service dé thi€t lap web site
www.it.edu.vn theo mo6 hinh sau:

Client
g
Mac OS
E www.it.edu.vn
;é/
PC
= 26— '

Web Server

LT




W

BT1: Thiét lap website cho h )

= Hwéng dan:
= Chuan bi ndi dung Web site.

bang ky tén Web site trén DNS server.
Cau hinh Apache Web server.

 Khal bao ServerName.

e Khal bao DocumentRoot.

e Khai bao Directorylndex.

Dung Iénh service httpd restart.

Kiém tra.

27



www.it.edu.vn

BT2: Publish tai nguyén duM}b

- o - . e
= Hay cau hinh web service dé publish tai nguyén /soft sao

cho moi ngu¢di ding c6 thé truy cap qua URL:
http://www.it.edu.vn/tailieu.

Client

—
—
_—

QUL

28




BT2: Publish tai nguyén duM}b

-
= Hwéng dan:
= Tao Virtual Directory.
» Khai bao Alias.
e Chi dinh quyén han.
= Reload Web service.

= Kiém tra thdng qua viéc truy xuat URL:
http://www.it.edu.vn.vn/tailieu

—
—
_—

QUL
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http://www.it.edu.vn/tailieu.28

BT3: Cap quyén truy xuat tém:’

= Hay publish tai nguyén /usr/share/doc cho nguwoi dung ul
duwoc truy xuat theo dia chi URL: http://<dia chi Web

site>/tailieu
%@ Web Server

QUL
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http://www.it.edu.vn.vn/tailieu29

BT3: Cap quyén truy xuat téMjpr

e -
= Hwéng dan:
= Cau hinh Apache Web server.
e Khai bao Virtual Dir.
e Cau hinh chirng thuwc Basic.
= Reload Web service.
= Kiém tra.

QU
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BT 4: Cap quyén truy xuat tai ngM}ng
- :

= Hay publish tai nguyén /usr/share/doc cho nguoi dung ul
duwoc truy xuat theo dia chi URL: http://<dia chi Web

site>/tailieu
19
e

www.it.edu.vn

Web Server

LT

Password: ul
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BT 4: Cap quyén truy xuat tai ngum-.g
-

= Hwéng dan:
= Cau hinh Apache Web server.
» Khai bao Virtual Dir.
e Cau hinh chirng thuwc Basic.
= Reload Web service.
= Kiém tra.

—
—
_—

QUL
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~ = Hay publish tai nguyén /soft cho nguei dung hocvien duoc
truy xuat theo dia chi URL: http://<dia chi Web site>/soft

LT

BT 5: Cap quyén truy xuat tai ng

-

Client

theo mo |
N

Mac OS

Password: ul

34

Apache Web server
www.it.edu.vn




BT 5: Cap quyén truy xuat tai ngMing

-
= Hwéng dan:
= Cau hinh Apache Web server.
= Khai bao Virtual Dir.
e Cau hinh chirng thuwc Digest
= Reload Web service
= Kiém tra.

QUL
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BT6: Thiét lap webhosting

-

-

~ = Trung tam dao tao tin hoc Lac Hong dang duy tri web site cé

tén www.it.edu.vn nham cung cp moi thdng tin can thiét cho
nguwoi dung bén ngoai, ITDEP va PCM la hai chi nhanh cua
Trung Tam cé nhu cau, thué server nay dé td6 chic hai
Website c6 tén lan lwot la: www.itdep.it.edu.vn, www.pcm.
it.edu.vn. Anh/Chj hay t6 chirc Web service theo yéu cau

trén. e
Q?@\\

o,
N
\f\\ _ -
INTERNET Apache Web server

www.it.edu.vn
" www.pcm.it.edu.vn
‘// www.itdep.it.edu.vn
//

36



www.itdep.it.edu.vn
www.pcm

BT6: Thiét 1ap webhosting‘}

-
= Hwéng dan:
= Cau hinh Apache Web server.
* Khai bao NameVirtualHost.
e Khai bao Virtualhost.
= Reload Web service =
= Kiém tra.

LT
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BT7: Thiét lap Forum

-

= Cai dat forum v&i phan mém miniBB hoac MyBB. St
dung forum dé g&i hoac tra 1&i cac cau hai trén forum

= Huwdng dan:

= Tao database

= Khoi tai MySQL

= Két nbi vao MySQL

= Tao co s& dir liéu c6 tén miniBB hoac MyBB

= Thiét lap cau hinh cho forum

= M& tap tin setup_options.php dé chinh stra cac thdng tin

= Cai dat phan mém miniBB hoac MyBB

= Str dung forum

[ -
—

W
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